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How to set up security certificates guide

Background: To provide instruction on how to use certificates to have employees access the secure
WFM URL on their mobile devices.

Step 1: Downloading the Security Certificates

Open the Chrome application and search for “LAUSD Certificate”. You will get search results
like the ones shown in this example. Select the “IT HelpDesk / Web Certificates” link.

11:32 e oOvE 11:32 - 0 v &
@ 0 lausd certificate Q

Add
il lausd certificate K

/I /I 3/| Go gle IT HelpDesk / Web Certificates .

achieve lausd.net/Page/11048

JUN 12 FRI
lausd cert
ch or type web address Y
lausd certificated jobs ~
Say "Ok Google" ,'/
o a W
n = lausd certified payroll ~
Facebook YouTube Amazon.com Wikipedia
e = = @
ESPN.com Yahoo . .
e cert certificate  certainly

Articles for you 1 2 3 4 5 6 7 .8 9
o - . gwerT T tyuio

Scientists detect

e unexpected widespread ¢ asdf gh j kI
structures near Earth's ... .-
@ Phys.org - Yesterday > s G Z X C V b n m

/I ©

A 50,000-year-old lake

4 O v




Maintenance & Operations IT — Security Certificates

Scroll down to the bottom of the page, select the “Android Mobile Devices” section to open
more options.
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You will see two links in blue text (A and B). Click on the A link first. You will be prompted to
input your device pin number (this is the pin you use to unlock your phone. You will have to
make one if you don’t have one). Name the certificate “root” and click “OK”.

1133 %- 0 va -va

Apple i0S Devices
Name the certificate

Android Mobile Devices _
Certificatgha

Android Certificate rooﬂ
1. Please follow the steps .
below: Name the certificate Credential use
2. Download both VPN and apps
certificate files from the Certificate name:
following links: Note: The issuer of this certificate may
2. Certificate inspect all traffic to and from the device.
link (file: LAUSD-

The package contains:
ROOT-CA2.CRT) Credential use: one CA certificate

b. Certificate
VPN an
link (file: LAUSD- and apps

SUB-CA2.CRT) Note: The issuer of this certificate may CANCEL
3. Open the "Settings" app inspect all traffic to and fram the device.

on your Android device.
+ NOTE: Perform the The package contains

" one CA certificate
following steps for e root
each downloaded

certificate file from CANCEL 0K
step 1
4. The "Settings" app may
vary. These are the most a S d f a h ]
common paths to the
correct setting:

2. settings > & z xcvbnmg@®
Personal >
Security >
Credential storage

T2 3 s
qwer

< O] [




Maintenance & Operations IT — Security Certificates

Do the same for the second link (“B”) and name it “Sub”.

Step 2: Once that is done open a new tab in the chrome application and input the
following link https://facapps.lausd.net/wfmmaobile

Login to the WFM web application by inputting your district username and password. Click “log

In-.
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Click the menu in the top right-hand corner to open a menu and select the “add to home
screen” option. Click on “add”, then “add automatically” to create a shortcut for the WFM
application.
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Done.

Should you have any questions on this guide, please contact Mark Merrick (mark.merrick@lausd.net / 213-241-8620), John
Herweg (john.herweg@lausd.net / 213-241-1127), Nelson Castro (n.castro@lausd.net / 213-241-8764) or Rick Peterson
(richard.peterson@lausd.net / 213-241-6274).



