Certificate Installation for iOS Devices

Please see the following instruction for installing the Zscaler Certificate on iOS devices such as iPhones
and iPads. The certificate can be downloaded here.

1. You will need to use the Safari Browser for the download to work correctly.
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http://www.ecps.us/ourpages/auto/2018/2/9/36752699953237325794/ZscalerRootCertificate-2048-SHA256.crt

2. Once the Safari Browser is open copy the following URL into the address bar:
http://www.ecps.us/ourpages/auto/2018/2/9/36752699953237325794/ZscalerRootCertificate-
2048-SHA256.crt. You should see the following screen. Select “Allow”.
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This website is trying to open Settings to
show you a configuration profile. Do you
want to allow this?

Ignore  Allow



http://www.ecps.us/ourpages/auto/2018/2/9/36752699953237325794/ZscalerRootCertificate-2048-SHA256.crt
http://www.ecps.us/ourpages/auto/2018/2/9/36752699953237325794/ZscalerRootCertificate-2048-SHA256.crt

3. After selecting “Allow”, you should see the following screen. Select “Install”
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4. After selecting “Install” you will be prompted to enter your PIN, or password if you have one,
enter your PIN, or password and you should then see the following screen. Select “Install”.
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Cancel Warning Install

UNMANAGED ROOT CERTIFICATE

Installing the certificate "Zscaler Root CA” will add
it to the list of trusted certificates on your iPhone.
This certificate will not be trusted for websites until
you enable it in Certificate Trust Settings.

UNVERIFIED PROFILE

The authenticity of “Zscaler Root CA"” cannot
be verified.



5. After selecting “Install” you will see the following screen, select “Install” at the bottom of the
screen.
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6. You should be taken back to Safari or your home screen at this point. Open Settings, and search
for the word “Cert” from the home page in settings as seen below.
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7. Search for “Cert” and select “Certificate Trust Settings”. If you see more options pop up you
most likely have an older version of iOS and do not need to proceed to the next steps. If you see
the screen below continue with these instructions.
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Q. Cerd ® Cancel

Certificate Trust Settings

General = About




8. After selecting “Certificate Trust Settings” scroll to the bottom of the page and select the
“Certificate Trust Settings” option as seen below.
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{ General About

version T1.2.Z (1ToCZUZ)
Carrier Verizon 31.1
Model MNST2LL/A
Serial Number FCLT2195HFXW
Wi-Fi Address 48:BF:6B:B3:BC:A9
Bluetooth 48:BF:6B:B3:BC:AA
IMEI 35537408 768770 3
ICCID 89148000003399198600
MEID 35537408768770
Modem Firmware 3.42.00
SEID

Legal

Certificate Trust Settings



9. The following screen will appear. You will need to switch the slider for Zscaler Root CA to the on
position.
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{ About  Certificate Trust Settings

Trust Store Version 2017081600

ENABLE FULL TRUST FOR ROOT CERTIFICATES

Zscaler Root CA

Learn more about trusted certificates



10. You will receive the warning below. Select “Continue”

Root Certificate

Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.

Cancel Continue




11. You should now see a screen that looks like the following one, and have finished installing the
Zscaler certificate. You may close the Settings app.
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{ About  Certificate Trust Settings

Trust Store Version 2017081600

ENABLE FULL TRUST FOR ROOT CERTIFICATES

Zscaler Root CA

Learn more about trusted certificates



