Objective
This document provides instructions on how to manage your Junk Email settings in Outlook 2013, Outlook 2010,
and the Outlook Web App.

Part 1 - Checking your Junk Email Folder

Managing Junk Email

Your mailbox in the cloud has several junk email filters that identify and quarantine suspected spam messages.
These filters evaluate each incoming message on several factors that can include the time it was sent, the content
within it, and its attachments. On occasion, these filters may incorrectly classify legitimate messages as junk.
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We recommend you regularly review the Junk Email folder to check for legitimate messages that were incorrectly
classified as junk. Generally, you should check your Junk Email folder every day or two. If you find a message that

isn’t junk, simply do the following.

1. Under the Home tab of the Mail view, click the Junk button, and select Not Junk.
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2. This will give you an option to whitelist (or always trust) the address. Click OK.



Mark as Not Junk “

This message will be moved back into the Inbox Folder.
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Part 2 - Junk Email Settings in Outlook 2013
1. Under the Home tab of the Mail view, click the Junk button, and select Junk E-mail Options.
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2. The Junk E-mail Options screen opens. Change the level of protection to Low, make sure the last two
checkboxes are selected, and click OK.
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Choose the level of junk e-mail protection you want:

(C) No Automatic Filtering. Mail from blocked senders is still moved
to the Junk E-mail folder.

(® Low: Move the most obvious junk e-mail to the Junk E-mail

folder.
() High: Most junk e-mail iiht, but some regular mail may be

caught as well. Check yo nk E-mail folder often.

(O) Safe Lists Only: Only mail from people or domains on your Safe
Senders List or Safe Recipients List will be delivered to your
Inbox.

[] Permanently delete suspected junk e-mail instead of moving it to
the Junk E-mail folder

Disable links and other functionality in phishing messages.
(recommended)

[¥] warn me about suspicious domain names in e-mail addresses.
(recommended)




Part 3 - Junk Email Settings in Outlook 2010
1. Under the Home tab of the Mail view, click the Junk button, and select Junk E-mail Options.

Home Send / Receive Folder View Developer Kutools

£ =2, | Tylgnore 2 *ﬁaJ 2 . 3 M
j I ’ x [ —‘] — a F8k Meeting "{5 _
%= Clean Up ~ EX A

New  New Delete = Reply Reply Forward @e More ~ )
E-mail Ttems - || & Junk - | All '

New & Block Sender

I> Favorites Never Block Sender

Never Block Sender's Domain (@example.com)
> Outlook Data

o Never Block this Group or Mailing List
> applemiemie@

4 Not Junk
L'__é Junk E-mail Options...

[> jinghongzhao

&

> miemieapple

2. The Junk E-mail Options screen opens. Change the level of protection to Low, make sure the last two
checkboxes are selected, and click OK.
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Choose the level of junk e-mail protection you want:
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() Safe Lists Only: Only mail from people or domains on your Safe
Senders List or Safe Recdpients List will be delivered to your Inbox.

[T Permanently delete suspected junk e-mail instead of moving it to the
Junk E-mail folder

(V] Disable links and other functionality in phishing messages.
(recommended)

(V] Warmn me about suspicious domain names in e-mail addresses.
(recommended)

[V] When sending e-mail, Postmark the message to help e-mail dients
| distinguish regular e-mai from junk e-mail
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Part 4 - Junk Email Settings in the Outlook Web App
1. Inthe Mail view, click the Settings button (the gear icon in the upper right corner), and select Options.
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2. Under Accounts in the left navigation bar, select Block or Allow.
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Automatic replies ¢ Automatic processing — Control how incoming and outgoing email is handled.

Clutter * Accounts — Choose how email will flow in and out of your accounts.
Inbox rules * Layout — Customize the look of your inbox and email messages.
Junk email reporting ¢ S/MIME — Manage encryption and digital signature settings for email that you send.
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3. Review the following settings, and then click Save.
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a. Under Block or Allow, “Automatically filter junk email” should be enabled.

b. Under Safe Senders and Recipients, add any email addresses that you trust, and check “Trust email
from my contacts.”

¢. Under Blocked Senders, add any email addresses that you do not trust and want to block as junk.

d. Under Blocked Senders, the last checkbox “Don’t trust email unless it comes from someone in my Safe
Senders and Recipients list” should be unchecked.



